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1
Decision/action requested

This contribution proposed to update solution #21. 
2
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Rationale

Solution #21 contains the following editor notes below. It is proposed to resolve the editor notes and delete them for the following reasoning:


Editor’s note: How to protect the UE - AF-1 (Remote UE) interface is FFS. This is similar to protection of PC3 interface if its via user plane.
The following is proposed: As this connection is established in the user plane, the same mechanism used to protect the PC3 interface can be re-used to protect UE-AF-1 interface. Either solution #5 or solution #11 can be used for securing the connection. 


Editor’s note: The privacy of the address of the AF-1(Remote UE) sent over PC5 interface needs to be considered.
The following is proposed: One option could be that the Remote UE uses the discovery key to confidentiality protect the address of the AF-1(Remote UE) over PC5 interface due to privacy issues. This would imply that other Remote UE’s belonging to different PLMN’s and being authorized to access the same UE-to-network relay can decrypt and get access to the address of the AF-1(Remote UE). But these Remote UE’s would not succeed in establishing a secure connection to the AF-1(Remote UE).
Editor’s note: In Option 1, the communication between AF-1(Remote UE) and AF-2(UE-to-network Relay) is out of 3GPP scope.
The following is proposed: Add a NOTE which says "The interface between the AF-2(UE-to-network Relay) and the AF-1(Remote UE) is out of 3GPP scope."
Editor’s note: In Option2, further details needs to be added to the solution. The Remote UE needs to provide its Remote UE ID to the UE-to-network Relay in order for the UE-to-network Relay to provide its own ID and the Remote UE ID to the AF-1(Remote UE). The AF-1(Remote UE)  needs to authenticate the UE-to-network Relay and check whether the Remote UE and the UE-to-network Relay are allowed to communicate with each other. 

The following is proposed: The Remote UE needs to provide its Remote UE ID to the UE-to-network Relay over PC5 interface in order for the UE-to-network Relay to provide its own ID and the Remote UE ID to the AF-1(Remote UE). The AF-1(Remote UE)  needs to authenticate the UE-to-network Relay and check whether the Remote UE and the UE-to-network Relay are allowed to communicate with each other by contacting the Remote UE’s UDM. 
Editor’s note: The details of the security establishment (e.g. DSMC) between steps 6-10 are FFS. 
The following is proposed: Direct Security Mode Command and Direct Security Mode Complete messages have been added to the signalling flow in figure 6.21.2-1
It is proposed to resolve the editor notes in this contribution as described above.
4
Detailed proposal

It is proposed to update solution #21 in the study in [1].

**** START OF CHANGES ****
6.21
Solution #21: AF for key management in PC5 communication

6.21.1
Introduction

This solution describes how the Remote UE and the UE-to-network relay finds out the address of the common key management server (AF) to be able to communicate over PC5 interface. This solution addresses key issue#4.

This solution is for commercial services. The Remote UE and the UE-to-network Relay have no knowledge of each other beforehand. 
Editor’s note: The purpose of the different keys in this solution as KPC5 key, KPC5-COM key and KSESS key needs to be clarified. 
6.21.2
Solution details

In this solution the Remote UE has an AF (AF-1) in it’s home PLMN for ProSe key management. The UE-to-network relay has an AF (AF-2) in its home PLMN for ProSe key management. These two AF’s (AF-1 and AF-2) can be located in the same or different PLMN’s and can communicate with each other. The AF in this solution could be similar to the PKMF in 4G ProSe (TS 33.303).
The Remote UE receives the Relay Service Code and the address of the AF in its home PLMN from HPLMN. 
The UE-to-network Relay receives the Relay Service Code and the address of the AF in its home PLMN from HPLMN.

NOTE: How the address of the AF in its HPLMN and the Relay Service Code are provided to the Remote UE and UE-to-network relay are for SA2 to decide.

When the Remote UE has discovered a UE-to-network relay in its vicinity, it sends the address of the AF-1(Remote UE) explicitly on the PC5 interface to the UE-to-network relay. 

The UE-to-network relay contacts the AF-1(Remote UE) via the AF-2(UE-to-network relay) (as described in Option 1 in Figure 6.21.2.-1) or the UE-to-network relay contacts the AF-1(Remote UE) directly (as described in Option 2 in Figure 6.21.2-2).

A third option could be that the Remote UE provides the Remote UE ID on PC5 interface to the UE-to-network relay and the UE-to-network relay uses the Remote UE ID to query the AF-1(Remote UE) address from its 5GDDNMF in it’s home PLMN. This third option (i.e. Option 3) is described in clause 6.21.2.1. 
It is expected that the Remote UE has been provisioned with the Relay Service Code when it is in 3GPP coverage. The Remote UE must be authenticated and authorized by its home PLMN before its provisioned with the Relay Service Code. The Remote UE retrieves the discovery key and the key for PC5 communication while in 3GPP coverage.
Editor’s note: How this solution would work when Remote UE is out of 3GPP coverage is FFS. 
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0. The Remote UE retrievs the Relay Service Code and the address of the AF-1(RemoteUE) after being authorized to act as a Remote UE. 

0. The UE-to-network relay retrievs the Relay Service Code and the address of the AF-2(UE-to-network relay) after being authorized to 

act as a UE-to-network relay. 


Figure 6.21.2-1: AF for key management in PC5 communication

Step 0) The Remote UE retrieves the address of the AF-1(Remote UE) used for ProSe key management located in its home PLMN and the Relay Service Code. 
The UE-to-network Relay retrieves the address of the AF-2 (UE-to-network Relay) used for ProSe key management located in its home PLMN and the Relay Service Code. 
NOTE: How the Remote UE and UE-to-network relay receives the address of the AF-1(Remote UE) used for ProSe key management located in its home PLMN and the Relay Service Code, and which function provides these parameters to the Remote UE is for SA2 to decide.
Step 1) The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.

Editor’s note: its FFS how the Remote UE retrieves the discovery keys in advance for commercial services.  
Step 2) The Remote UE establishes a secure connection with the AF-1 (Remote UE) server. The Remote UE ID is authenticated and authorized by the AF-1 (Remote UE) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 

Step 3a) The Remote UE contacts the AF-1(Remote UE) by initiating a Key Request message for PC5 communication including the Relay Service Code and the Remote UE ID. The AF-1(Remote UE) generates a KPC5 key and a KPC5 key ID.  

Editor’s note: It’s FFS whether the Remote UE ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the Remote UE. 
Step 3b) The AF-1(Remote UE) provides the KPC5 key and the KPC5 key ID in the Key Response message to the Remote UE to be used for PC5 communication with a UE-to-network relay. 
Step 4) The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.

Editor’s note: its FFS how the UE-to-network relay retrieves the discovery keys in advance for commercial services.  
Step 5) The UE-to-network relay discovery is taken place on PC5 interface using either model A or model B discovery.
Step 6) The Remote UE sends a Direct Communication Request on PC5 interface. The Remote UE includes the address of the AF-1(Remote UE), the Remote UE ID and the KPC5 key ID received from the AF-1 (Remote UE) together with the Relay Service Code. 
When the Remote UE discovers a UE-to-network relay in its vicinity, it can send the address of the AF-1(Remote UE) explicitly on the PC5 interface to the UE-to-network relay. 
One option could be that the Remote UE uses the discovery key to confidentiality protect the address of the AF-1(Remote UE) over PC5 interface due to privacy issues. This would imply that other Remote UE’s belonging to different PLMN’s and being authorized to access the same UE-to-network relay can decrypt and get access to the address of the AF-1(Remote UE). But these Remote UE’s should not succeed in establishing a secure connection to the AF-1(Remote UE).

A third option could be that the UE-to-network relay uses the Remote UE ID to query the AF-1(Remote UE) address from its 5GDDNMF in it’s home PLMN. The third option, Option 3, is described in sub-clause 6.21.2.1.
Option 1:

Step 7) UE-to-network Relay establishes a secure connection with the AF-2 (UE-to-network Relay) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. The AF-1(Remote UE) needs to trust the AF2(UE-to-network Relay) to perform the authentication of the UE-to-network relay on behalf of the AF-1(Remote UE) and delegates the authentication of the UE-to-network relay to the AF-2(UE-to-network Relay). The UE-to-network relay is implicitly authenticated by the AF-2(UE-to-network Relay) server when establishing the secure connection. 
Editor’s note: How the AF-1 (Remote UE) authenticates the UE-to-network relay is FFS. 
Step 8) The UE-to-network Relay contacts the AF-2(UE-to-network Relay) and includes the address of the AF-1(Remote UE), the Relay Service Code, Nonce_1, the Remote UE ID and the UE-to-network relay ID in the Key Request message for PC5 communication including the KPC5 key ID. 
Editor’s note: It’s FFS whether the UE-to-network relay ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and GPSI of UE-to-network relay. 
Step 9) The AF-2(UE-to-network Relay) contacts the AF-1(Remote UE) and forwards the Key Request message including the Relay Service Code, Nonce_1, the Remote UE ID,  KPC5 key ID and the UE-to-network relay ID to the AF-1(Remote UE).
NOTE: The interface between the AF-2(UE-to-network Relay) and the AF-1(Remote UE) is out of 3GPP scope.
Step 10) The AF-1(Remote UE) checks if the Remote UE and the UE-to-network relay are allowed to communicate by checking the Remote UE ID and the UE-to-network relay ID. The AF-1(Remote UE) may contact the UDM(Remote UE) to check if the Remote UE and UE-to-network relay are allowed to communicate with each other.
Editor’s note: It’s FFS whether the UDM needs to perform this check.
Editor’s note: It’s FFS whether the AF can interface with UDM. Alignment with architecture regarding AF and UDM interaction is FFS.

Step 11) If the AF-1(Remote UE) confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the AF-1(Remote UE) generates a new freshness parameter (i.e. KPC5-COM freshness parameter). The AF generates a new key KPC5-COM key from at least the KPC5 key, Nonce_1, Relay Service Code and the new KPC5-COM freshness parameter. The generation of the KPC5-COM key can be done in a similar was as described in Annex A.7 in TS 33.303 if PRUK is replaced by KPC5 key. The AF-1(Remote UE) includes the Remote UE ID, KPC5-COM freshness parameter, the KPC5-COM key ID and the KPC5-COM key in the Key Response message to the AF-2(Remote UE). 
NOTE: The interface between the AF-2(UE-to-network Relay) and the AF-1(Remote UE) is out of 3GPP scope.

Step 12) The AF-2(UE-to-network Relay) forwards the Key Response message to the UE-to-network Relay.

Option 2:

Step 7) The UE-to-network Relay uses the address of the AF-1(Remote UE) and contacts directly the AF-1(Remote UE). The UE-to-network Relay establishes a secure connection with the AF-1 (Remote UE) server. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. The UE-to-network relay is implicitly authenticated by the AF-1(Remote UE) server when establishing the secure connection. 
Step 8) The UE-to-network Relay uses the address of the AF-1(Remote UE) and contacts directly the AF-1(Remote UE) by initiating a Key Request message for PC5 communication including the KPC5 key ID, the Relay Service Code, Nonce_1, the Remote UE ID and the UE-to-network relay ID. The AF-1(Remote UE) checks if the Remote UE and the UE-to-network relay are allowed to communicate by checking the Remote UE ID and the UE-to-network relay ID.

Step 9) The AF-1(Remote UE) may contact the UDM(Remote UE) to check if the Remote UE and UE-to-network relay are allowed to communicate with each other.
Editor’s note: It’s FFS whether the UDM needs to perform this check. 
Editor’s note: It’s FFS whether the AF can interface with UDM. Alignment with architecture regarding AF and UDM interaction is FFS.
Step 10) If the AF-1(Remote UE) confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the AF-1(Remote UE) generates a new freshness parameter (i.e. KPC5-COM freshness parameter). The AF generates a new key KPC5-COM key from at least the KPC5 key, Nonce_1, Relay Service Code and the new KPC5-COM freshness parameter. The generation of the KPC5-COM key can be done in a similar was as described in Annex A.7 in TS 33.303 if PRUK is replaced by KPC5 key. The AF-1(Remote UE) includes the Remote UE ID, the KPC5-COM freshness parameter, the KPC5-COM key ID and the KPC5-COM freshness parameter for PC5 communication identified by KPC5 key ID in the Key Response message to the UE-to-network Relay. 

Option 1 and Option 2:

Step 13) The UE-to-network Relay generates a Nonce_2. The UE-to-network Relay initiates a Direct Security Mode Command integrity protected with a security key KSESS key for PC5 communication generated from the KPC5-COM key received from the AF-1 (Remote UE) and the Nonce_2. The UE-to-network Relay includes the KPC5-COM key ID and the KPC5-COM freshness parameter together with calculated MAC and the Nonce_2 in the Direct Security Mode Command message.
Step 14) The Remote UE generates the KPC5-COM key in the same way as the AF-1(Remote UE)  in step 11 in Option 1 using the KPC5-COM freshness parameter. The Remote UE then generates the KSESS key from the KPC5-COM key and Nonce_2. The Remote UE checks the integrity of the received Direct Security Mode Command by verifying the received MAC using the KSESS key. If the verification is successful, then the Remote UE sends a Direct Security Mode Complete message which is integrity protected and encrypted using the KSESS key.
Step 15) The UE-to-network Relay responds with a Direct Communication Accept on the PC5 interface.
6.21.2.1
Option 3
A third option could be that the UE-to-network relay uses the Remote UE ID received from the Remote UE over PC5 interface to query the AF-1(Remote UE) address from its 5GDDNMF of Relay UE in it’s home PLMN.
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Figure 6.21.2-2: AF for key management in PC5 communication

Step 6) The Remote UE sends a Direct Communication Request on PC5 interface. The Remote UE includes the Remote UE ID, Nonce_1, Relay Service Code and the KPC5-COM key ID received from the AF-1 (Remote UE). 
Editor’s note: It’s FFS whether the Remote UE ID consists of one or more of the following parameters: ProSe application id, ProSe application user id and/or GPSI of the Remote UE. 
Step 6b) UE-to-network Relay establishes a secure connection with the 5GDDNMF of the Relay UE. As this connection is established in the user plane, the same mechanism as used to protect the PC3 interface can be re-used. Either solution #5 or solution #11 can be used for securing the connection. 
Step 6c) The UE-to-network Relay contacts the 5GDDNMF of the Relay UE and includes the Remote UE ID, KPC5-COM key ID, Nonce_1, Relay Service Code.

Step 6d) The 5GDDNMF of the Relay UE is using the Remote UE ID and the Relay Service Code to discover the address of the AF-1(Remote UE) and includes the address of the AF-1(Remote UE) in the response message to the UE-to-network Relay. 
· Editor’s note: Whether the 5G DDNMF has to record the AF’s address needs to be for SA2 to decide. 






























6.21.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END OF CHANGES ****
�To be removed?


�To be removed?


�In 4G ProSe, a key derived from Key is provided to the UE-to-network relay and not the actual Key. Should we have the same approach here?





If yes, then we should describe how to generate the key from the Key!


�Yes, I think we can have similar approach. Shall we follow the same method in TS 33.303 to generate the KD. 


e.g. AF-1 generate some freshness parameters and remote UE also generate some random nonce, these parameters are used to generate the PC5 communication key from the “long term key”





_1671542219.vsd
Remote UE


UE-to-NW Relay


5GDDNMF of Remote UE


AF-1 (Remote UE)


5. Discovery (Model A or Model B)


5GDDNMF of Relay UE


6. Direct comm req (KPC5-COM key ID, Relay Service Code, Nonce_1, Remote UE ID)


AF-2 (UE-to-network relay)


Steps 0-4 in Figure 6.21.2-1


UDM (Remote UE)


6b. Establish secure connection


6c. Request for address (Remote UE ID, Relay Service Code)


6d. Request for address response (address of the AF-1(Remote UE)))


Steps 7-15 in Option 2 in Figure 6.21.2-1



_1671544794.vsd
Remote UE


UE-to-NW Relay


5GDDNMF of Remote UE


AF-1 (Remote UE)


3a. Key request for PC5 communication (Relay Service Code, Remote UE ID)


5. Discovery (Model A or Model B)


5GDDNMF of Relay UE


6. Direct comm req (address of AF-1(Remote UE), KPC5 key ID, Remote UE ID, Relay Service Code, Nonce_1)


AF-2 (UE-to-network relay)


3b. Key response for PC5 communication (KPC5 key ID, KPC5 key)


8. Key request for PC5 communication (KPC5  key ID, address of the AF-1(Remote UE), Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


9. Key resp ( KPC5 key ID, Remote UE ID, UE-to-network relay ID), Nonce_1, Relay Service Code)


11. Key request (KPC5-COM key, KPC5-COM Key ID, KPC5-COM freshness )


12. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


15. Direct comm accept


8. Key request for PC5 communication (KPC5  key ID, Nonce_1, Remote UE ID, UE-to-network relay ID, Relay Service Code)


10. Key response for PC5 communication (KPC5-COM  key ID, KPC5-COM  key, KPC5-COM freshness )


Option 1


Option 2


1. The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.


4. The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.


2. Establish secure connection with AF-1 (Remote UE)


13. Direct security mode command


14. Direct security mode complete


7. Establish secure connection with AF-2 (UE-to-network relay)


7. Establish secure connection with AF-1 (Remote UE)


UDM (Remote UE)


9.Check UDM


10.Check UDM


Generate KPC5 key and KPC5 key ID


UDM (Relay UE)


0. The Remote UE retrievs the Relay Service Code and the address of the AF-1(RemoteUE) after being authorized to act as a Remote UE. 


0. The UE-to-network relay retrievs the Relay Service Code and the address of the AF-2(UE-to-network relay) after being authorized to act as a UE-to-network relay. 



_1671543382.vsd
Remote UE


5GDNNMF of Remote UE


5GDNNMF of other PLMN’s


2. Discovery key request (list of PLMN IDs, UE ID, ProSe App ID, Relay service code, etc)  


AF*s of other PLMN’s


1. Establish secure connection


6. Discovery key response  (PLMN ID, UE ID, ProSe App ID, Relay service code, Discovery key)


0. Authorization and parameter provisioning


3. Authorization


4. Discovery key request (UE ID, ProSe App ID, Relay service code, etc)  


7. Discovery key response  (PLMN ID’s, UE ID, ProSe App ID, Relay service code, Discovery keys)


5. 5GDDNMF generates the discovery key or contacts AFs to get the key



_1668417562.vsd
Remote UE


UE-to-NW Relay


5GDNNMF of Remote UE


AF-1 (Remote UE)


0. Fetch address of AF-1 (Remote UE)


3a. Key request for PC5 communication


5. Discovery (Model A or Model B)


5GDNNMF of Relay UE


6. Direct comm req (address of AF-1(Remote UE), Key ID)


AF-2 (UE-to-network relay)


3b. Key response for PC5 communication (Key ID, Key)


0. Fetch address of AF-2 (UE-to-network relay)


7. Key request for PC5 communication (Key ID, address of the AF-1(Remote UE))


8. Key resp (Key ID)


9. Key request (Key)


10. Key response for PC5 communication (Key)


11. Direct comm accept


7a. Key request for PC5 communication (Key ID)


7b. Key response for PC5 communication (Key)


Option 1


Option 2


1. The Remote UE retrievs the discovery keys for discovery of the UE-to-network relay.


4. The UE-to-network relay retrievs the discovery keys for discovery of the Remote UE.


2. Establish secure connection with AF-1 (Remote UE)



_1671444851.vsd
UE-to-NW Relay


5GDNNMF of UE-to-NW Relay


2. Discovery key request ( (optional) PLMN ID, UE ID, ProSe App ID, Relay service code, etc)  


AF of UE-to-network relay


1. Establish secure connection


0. Authorization and parameter provisioning


3. Authorization


5. Discovery key response  ((optional) PLMN ID, UE ID, ProSe App ID, Relay service code, Discovery key)


4. 5GDDNMF generates the discovery key or contacts AFs to get the key



